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Limited Warranty

This software and the enclosed materials are provided without warranty of any kind. The
entire risk as to software quality, performance of the program, media free of defects, faulty
workmanship, incorrect use of the software or UPS, error free documentation and
enclosed material is assumed by the user. We do not take any warranty to the correct
functions of the software and the security of your system nor files, that might be damaged
to due to possibly not correct function of our software. No warranty to correct functions of
the software with the operating systems, loss of data or interruption of work processes,
other UPS problems or to other errors that may occur out of this combination.

Copyright

The information contained in this manual is non-conditional and may be changed without
due notice. The software manufacturer undertakes no obligations with this information.
The software described in this brochure is given on the basis of a license contract and an
obligation to secrecy (i.e. an obligation not to further publicise the software material). The
purchaser may make a single copy of the software material for backup purposes. No parts
of this manual may be transferred to third persons, either electronically or mechanically, or
by photocopies or similar means, without the express written permission of the software
manufacturer.

The UPS-Management software includes a license key for each license. This license is
valid for using the UPS service on one server with one UPS and an unlimited number of
connected UPSMON-WINDOWS workstations. For operation on several servers a license
for every new server is required, disregarding the fact if UPS service runs at that location
or if the server is halted by an UPS service via remote command RCCMD. The same
regulations are applicable to the use of remote send/receive modules RCCMD and
multiserver shutdown under Windows OS, MAC OS and Unix. The service programs are
generally delivered as a single license. If there is more than one disk in one package all of
them have the same serial number and must not be used for future installations. To use a
single CD-ROM for several multiserver shutdown installations you have to purchase
additional CD license keys.

Copyright of the European Union is effective (Copyright EU).
Copyright (c) 1995-2009 GENEREX GmbH, Hamburg, Germany.

All rights reserved.
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1. What is the RCCMD Software?

RCCMD is a network client software, which enables to receive shutdowns or messages
from UPS servers like UPSMAN UPS Software, CS121 SNMP Adapters or any other kind
of RCCMD capable network-cards of other licenzed partners. RCCMD is the
successfulliest multiple server shutdown and messaging tool in the entire UPS world.

2. Network Shutdown with RCCMD

The program RCCMD is designed to execute a command on a remote system in a TCP/IP
network. RCCMD works like the Remote Shell (RSH) known in the Unix environment.
Inside the UPS-Management Software RCCMD is used to shutdown several servers that
are all powered by a single UPS. For this job, one of these computers is configured as
UPS-master server.

Install the UPS-Management Software UPSMAN on your UPS server and connect it to the
UPS. Alternatively, a SNMP adapter CS-111 or CS-121 can be used for this as well. The
other servers are only connected to the UPS power supply, no RS-232 connection is
necessary. On these remote systems, install RCCMD (copy the modules) and create a
shutdown routine for every system. This shutdown routine may be a batch file, shell script
or ncf-file, that contains the down and other commands for this system. After that, add
RCCMD to the shutdown job or to the EVENT configuration of the computer running as
UPS master server.

So now you have a computer in your server network supervising the UPS. The other
servers execute RCCMD and wait for the RCCMD signal of the UPS server. If a power
failure forces the master computer to shutdown the server-network, the shutdown-job of
the UPS-server will start RCCMD. RCCMD now sends the RCCMD-signal to all computers
in its list. The computers receive this signal and the installed RCCMD will execute the
programmed command.

Please note that it is required to install RCCMD in two different operating ways:

1. as a sending process on the UPS-server,
(RCCMD i s) (send)

2. as a receiving process (background-process) on the receiving computers.
(RCCMD i ) (listen)

In contrast to the RSH, RCCMD does not include the command that is to be executed in
the sending process, but instead deposits the command with the receiving process. This
provides a security advantage in comparison to the RSH. Furthermore the receiving
process may check, which computer sends the RCCMD-signal and determines whether to
accept it or not.



o Attention: If a name resolution is achieved via DNS, please always use the
IP-address (and not the computer name) for a network
shutcdbwn with RCCMD. In case the DNS is not available, the
network shutdown will not work, if this method is not used.

RCCMD Version 2 or higher

The extended Version of RCCMD is also able to execute commands on remote
computers, execute the shutdown batch in the same TCP/IP port 6003, execute an e-mail
batch, enable log file entries etc. The RCCMD 2 sender (UPSMAN or CS121 SNMP
adapter) sends the corresponding RCCMD signal and the RCCMD 2 client starts the
corresponding batch file, which lead to the execution of the net send message.

The initial command will always come from the UPSMAN or CS121 where as the
execution will always be on the RCCMD client side.

Example: The CS121 should send a net send (network message) to a Windows NT
network. The CS121 can be programmeds o t hat during the event APC
me s s a g e 0sendi Thd texttofethe message is configurable by the user.

Upon on receiving the message by the RCCMD 2 client, the client is starting a batch file
and sends the net send message. Sender of the message will be the client and initiator is
the UPSMAN or CS121.

This way it is possible to send messages, e-mail etc. in the different networks and
operating systems, initiated by an UPS alarm.

Send Email +

Net send

message +

Shutdown !

Shutdown ! ’
Shutdown !
RCCMD 2 client RCCMD 2 client RCCMD 1 client

=
NOVELL Server Windows Server

UPSMAN Server +
RCCMD 2 Sender

i
Firewall

Firewall

Ccs 121
UPSMAN Server

o o

0s/2 UNIX Server + RCCMD 2 Sender
RCCMD 1 client RCCMD 2 client
Shutdown ! Shutdown !

UPsS

Figure 1 RCCMD and UPSMAN in a network environment



3. Installation / Configuration of RCCMD for Windows

3.1 Installation of RCCMD

Prior of the start, please make sure that you have full administrator rights in order to
complete the installation.

Step 1 Put the CD into the CD-ROM drive of your
computer or download the software into a specific
directory.

Step 2: Please execute the installation program

setup.exe in order to copy the files to your system
and chose a desired setup language.

i

Introduction
InstallAmypwhere will guide vou thraugh the installation of RCCMD.

Itis strongly recommended that you guit all programs befare
cantinuing with this installation.

Click the 'Next' button to proceed to the next screen. If yvou want to
change something on a previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the '‘Cancel’
hutton.

Installer version: 0004

Frevious

Figure 2 Introduction

In the next menue you can see the progress column where the next steps are visible. Click
the ANEXTO button to continue.



Enter your license key

Enter your license key

RCCMD Software Clent

ii“i‘iilllllll
4123456780 10+

RCCMD Client License Key

Fa17mamaTaS

Fiataarh Aranse
1ZenamiaIzEaBeTIS

Enter license key:

Usually the license key is located on the installation booklet, or on
alabel on the rear side ofthe CD sleeve.

Previous

Figure 3 License Key Entry

Step 3: Please enter your license key an choose your
corresponding Windows OS from the list. The
used license determines, which module can be
installed.

o Attention: If you enter a wrong license numbehiatstage, the RCCMD
clientsoftware will be set to a 30 day trial version. Please
contact your UPS dealer for the full, correct license if it was not
with the original GROM.

You need a special license key for your RCCMD software. You can identify the key with
the i R X 3nathe first part of the license key. Most of the times you need to order the key
separately.



License Agreement

Installation and Use of RCCMD Requires Acceptance of the
Following License Agreement:

Copyright

The information contained in the manual of this
product is nonconditional

and may be changed without due notice. GENEREX nor
the reseller of this

product undertakes no obligations with this
information. The software

described in this brochure is giwven on the basis

of a license contract

and an ohligation to secrecy (i.e. an obligation j

¢ Taccept the temms of the [zenze foreement

{” Ido MOT accept the terms of the License Agreement

Figure 4 License Agreement

Read and confirm the licensea gr eement and continue with

i

Choose Install Folder

¥ Introduction Where Would You Like to Install?
{ | CRCCMD

Restore Default Folder Choose...

Previous

Figure 5 Install Folder Selection

In the next window enter the path where you want to install the software. Default is the
subdirectory AUPSO into the program files

t

he

f ol

>



In next menu you can choose to create a new program group (default) or to choose icons
elsewhere or not at all.

Choose Shortcut Folder

Where would you like to create product icons?

* In a new Program Group: IRCCMD

€ In an existing Program Group: IRCCMD
= In the Start Menu
{~ ©n the Deskkop

= Inthe Quick Launch Bar

 other:

" Don't create icons

¥ Create Icons For Al Users

Previous

Figure 6 Shortcut Folder Selection

I'n the next menu you see an overview of
to begin.

=101 x|

Pre-Installation Summary

Please Review the Following Before Continuing:

Product Name:
RCCNWD

Install Folder:
CARCCIVD

Shortcut Folder:
CiDokunente und
Finstellungenteriit\StartmeniProgrammeRCCIVD

Disk Space Information (for Installation Target):
Required: 93.332.734 bytes
Available: 12.805.849.088 bytes

Cancel Frevious

Figure 7 Summary

10
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~=101]

RCCMD 4 - Shutdown and Meszaging Client for all operating systems and
parallel redundant UPS and powersupplies with S5L.

Thiz RCCMD wizzard configures your computer az an RCCMD client.
Before you start make sure that you have enough RCCMD license keys far
your installations. Every RCCMD client requires a unique license key, any
invalid or double RCCMD key will dizable an RCCMD process. Don't use
RCCMD keyeodes more than ohce |

Fallowing vou will be requested to enter [P adresses/hosthames of walid
RCCMD senders for this client. RCCMD senders are UPSMAN software,
CS121. C5111 or any RCCMD w1442 compatible SKMP Adapters from
other vendors. Specifiy which RCCMD zender is permitted to execute
actions on your RCCMD client. IF you do not enter any P /hostname, any
RCCMD sender will have permizzion to execute RCCMD calls. Enter
"RCCMD.EXE - on a command prompt for help, Copyright GEMERE

& lrstall RCCMD cliert
= Uninstall RECMD

Licensekey: I‘I 25HARKI-

RCCMD ver. 4.0.0.9

< Back | Mest > I

Figure 8 Client Installation
Click the ANextfA button.

[ Client installation o ] 5

IP address list of all RCCMD servers that are allowed to send a
shutdown command to this client [no entry meanzevery zerver).

Add Address ... |

-t Address
e |
Hdress ... |
Enter an IP address [for example 192.33.44.55):

Bttings

IP address or name: |192.188.222.2D1|
advanced
ettings like P
bind. port
oK I Cancel | I uze the
=
| Configure ... |

RCCHD ver. 4.0.0.9

< Back | et = | Cancel |

Figure 9 Add IP-Address Window

Step 4: Add the IP address of the RCCMD server, which is
allowed to send a shutdown to this client.
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o Attention: If you do not enter an address, then every sdrae the
permission to send a shutdown commadfadnore than one
CS121or rather UPSMAN is existent, thus a redundancy
situation, you need to enter more than one address as
authorized sender.

Etlient installation ] 4

IP address list of all RCCMD servers that are allowed to send a
shutdown command ta this client [ho entry means:every server).

Advanced network setki x|
r IP address and port:———————— Add Address |

IF to bind to: Delete Address |

Erowse for IP... | Edit Address ... |

on Port |5003 Metwork settings

Configure advanced

UESHAN rEs0 network, sett!ngs like IP
I™ Use secure connection [S5L] ::grgsssLtomb:;g,taoert
¥ Lccent expied|certificates default values.

Configure ... |
oK I

Cancel |

RCCMD ver. 4.0.0.9

< Back Mext > | Cancel |

Figure 10 Advanced Network Settings

Step 5: If you want to use the secure connection (SSL),
click the fiConfigureéodo buttor
ASSLO box.

mtlient installation I s |

— UPSMAN alive checking

¥ Enable connection check

[~ Use RCCMD Traps

Palling rate: ISD mir
Connect retries: IW 0o

Execute at failre:
|CARCCMD alive. bat

Test connection(g] ...

8

UPSMAN

Browse ... | Diefault setting Edit file

—RCCMD Redundancy
™ Use RCCMD groupdredundancy

RCCMD ver. 4.0.0.9

< Back | Cancel |

Figure 11 UPSMAN Alive Checking / Redundancy Window
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Step 6: If you want to use the UPSMAN alive checking
(recommended), check the AEN
c h e ¢ k ®Alivb check is a signal, send out to
the UPSMAN or CS121 on port 5769 to check if
the UPSMAN has still UPS data i or not. If this
fails, the scriptfile alive.bat will be executed which
causes a messagbox coming up. The polling rate
(default 30 min.) defines the polling of the
UPSMAN service, connect retries (default 5)
means after 5 unsuccessful connection tries an
alarm will be triggered.

The function AUse RCCMD Trapso enables UPSMAN/
the UPS status as a trap message. If activated it will display a local message when the
UPS status of the UPSMAN/RCCMD server changes.

I f you click the ATest connection(s)éo button,
IP addresses will start (port 5769 will be tested).

I f you cl i ck ttoh, gouilBgeta aedeetion.of thie deflault batch files.

B client installation o ] 1|

|— UPStAM alive checking
Client check-connection batch file 2=l J
Suchen in: I@HCEMD j 4= |‘j< Eg~
inst_cfg [Fmail.bat
jre message.bat
Uninstall_RCCMD [Frestart.bat
=] alive.bat [Flspzrv.Bat
% checkmsg.bat [FlsHutDown.BaT —
= lexecute. bat ShutdownSuppressed.bat
e |
D ateiname:

Offren I
D ateityp: IBatch files j Abbrechen |

I Schreibgeschiitzt dffnen

< Back MNeust > | Cancel |

Figure 12 Client Check Connection Batch File Window

RCCMD wer. 4.0.0.9

I'f you click the ADef geubhcktothedefaut batthfile @iva.batpbn, you

At the failure of the UPSMAN alive checking, you can define an executing file or edit the
default file falive.bata (file contents as follows)

13



@echo off

rem *** "messagetext" %1 == ip-address, %2 == date, %3 == time *** "title" -c

counter for beeps

start /b msg.exe "Check Upsman %1 failed (%2, %3)" "ATTENTION RCCMD:" -c:1

Click the

ANext o

button.

Ff]client installation

r UPSMAN alive checking

Check UPSMAN conned x| -

=100 x|

UIPSMAN address | Alive result [

192168 222 201

x
1 UPSMAN cannection check done
LAY

Successtully connected to UPSKMAN

Edit file

RCCMD ver. 4009

< Back. | Next >

Figure 13 Check UPSMAN Connections Window

Step 7:

Cancel

You can configure the log file size and edit the
executing bat files in this installation window.

Eﬂtlient installation

e ¥

UPSMAN

T 3

=101

Lagfile-configuration:

Max. logfile-size: |512 Kb Wiew log |

Execute at mai zsignal from RCCMD server:

|CARCCMD mail bat

Configure ... I

Editfle |

Execute at message signal from RCCMD server:

IE:\F! CCkD4message.bat

Execute at execute signal from RCCMD server

Edit file |

|CARCCMD'execute. bat

Execute at shutdown signal from RCCMD server:

Edit file |

|CARCCMD shutdovn bat

Browse ... I Configure ... I

Editfle |

RCCMD ver. 4.0.09

< Back | Irstall I

Cancel

Figure 14 Configure / Edit Bat Files
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B rccmd.log - Editor,

Datei Bearbeiten Fomat Ansicht ?

09/10/2008,03:10:17, RCCMD: UPSMAN/RCCMD Evaluation version - testing purpose only, this software will stop working in 30 days.
09/10/2008,03:10:17, RCCMD: RevThreadudp started

09/10/2008,03:10:17, RCCMD: RCCMD Listen Mode started.
09/10/2008,08:46:37, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,08:52:33, RCCMD: Broadcast-Message from 192.168.202.92 received
09/10/2008,09:08:15, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,10:15:24, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,13:26: 54, RCCMD: RewThreadudp stopped

09/10/2008,13:26: 54, RCCMD: RCCMD Listen Mode stopped

09/10/2008,13:27:01, RCCMD: RevwThreadudp started

09/10/2008,13:27:01, RCCMD: SendThreadCheckUpsman started
09/10/2008,13:27:01, RCCMD: RCCMD Listen Mode started.
09/10/2008,13:27:01, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:01, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:01, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:28, RCCMD: RcvThreadudp stopped

09/10/2008,13:27:28, RCCMD: RCCMD Listen Mode stopped

09/10/2008,13:27:28, RCCMD: SendThreadCheckUpsman stopped
09/10/2008,13:27:32, RCCMD: SendThreadCheckUpsman started
09/10/2008,13:27:32, RCCMD: RevThreadudp started

09/10/2008,13:27:32, RCCMD: RCCMD Listen Mode started.
09/10/2008,13:27:32, RCCMD: Broadcast-Message from 192.168.202.79 received
09/10/2008,13:27:32, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,13:27:32, RCCMD: Broadcast-Message from 192.168.202.29 received
09/10/2008,16:05:05, RCCMD: Broadcast-Message from 192.168.202.21 received
09/10/2008,16:38: 32, RCCMD: RovThreadudp stopped

09/10/2008,16:38: 33, RCCMD: RCCMD Listen Mode stopped

09/10/2008,16:38:33, RCCMD: SendThreadCheckUpsman stopped
09/10/2008,16:38: 38, RCCMD: SendThreadCheckUpsman started
09/10/2008,16:38:38, RCCMD: RevThreadudp started

09/10/2008,16:38: 18, RCCMD: RCCMD Listen Mode started.

]

Figure 15 RCCMD Log File

You can configure the shutdown sequence:

0=l %
L confgure shutdown seavence =

File: C:5\RCCMIDshutdown. bat

Awailable Commands Current Sequence
Log off user Shut daw
Hibernate Windows
>
Power off Windows —I
Restart Windaws
Suzpend Windows LI j
(uit Latus Nates
(uit Siemens SIMATIC < | j

(uit Applications

Wit zame seconds... <4 |

RCCMD shutdown relay

Deszcription of Add custom application |
‘Shut down ‘Windows'

Endz pour ezzion and shuts dovn Windows so that pou can safely tun off power.

L5 U O U =

RCCML Cancel | Ok I

cel

Figure 16 RCCMD Shutdown Sequence Configuration
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The following commands are available for the shutdown sequence configuration:

o ATTENTION: The shutdown sequence will be executed from top to
down. TheiShut down Wi ndowsd command should be at t
the execution of the shutdown, no other commands will be executed.

Log off user: Ends your session, leaving the workstation on full power.

Hibernate Windows: Hibernates your session, the content of the RAM will be written on
hard disk.

Power off Windows: Ends your session, shuts down Windows and turns off the power.
Restart Windows: Ends your session, shuts down Windows and restarts Windows.

Suspend Windows: Suspends your session, the content of the RAM will NOT be written
on hard disk.

Quit Lotus Notes: Closes Lotus Notes prior of the shutdown of Windows. Please
configure a AWaito delay after this command.

Quit Siemens SIMATIC: Closes WIN CC Database prior of the shutdown of Windows.
Pleaseconf i gure a fAWaito delay after this command.

Quit applications: Closes all applications prior of the shutdown of Windows.

Wai t s ome s Waiteaddratiénin seconds until the next command will be
executed.

RCCMD shutdown relay: Relays RCCMD shutdown command to another workstation.
Enter the IP address or the hostname of the remote station you want to shutdown.

Shut down Windows: Ends your session and shuts down Windows, so that you can
safely turn off the power.

The default shutdown.bat content is as follows:

rem created by setup

@echo off

set path=C:\WINDOWS\; C:\WINDOWS\system32\; C:\RCCMD\

ExitWin.exe shutdown force

@cls

16



3.1.1 Silent Installation of the RCCMD Installation

The RCCMD Software provides a silent installation, but it is required to enter some
settings int®roperiiesvbalfli ée.

EX
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#

#INSTALLER UI

M e e e
e e e

[
H e e

Figure177Cont ent of the Ainstaller.propertieso

It is required to remove the hash mark prior of the variable INSTALLER_Ul=silent . In
addition the setting of the license key is required behind the variable GXLICENSEKEY=.

3.1.2 RCCMD Silent Installation and Takeover of own Configuration

After you have finished the ediipossblatoadatet he fAi n:
an own RCCMD configuration a meduiradtoe@atethent 0 i nst
RCCMD configuration manually once. Then export this configuration out of the registry

into a file as follows:

e Click the right mouse button on AParameter
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\rccmd, select
AErpt 0sawne the file with the name Arccmd.r
Registration Fileo.

17



e Store the file Arccmd. rego i-imdtaberpadkes di r ect
is located.

e Open the file Arccmd.regodo with an editor a
contains the license key.

e  Create a new Windows batch-file (*.bat) with an editor, e. g. with the name
Ailnstal AndConfi gRCCMD. bato, which should |

@echo off

cls

echo *** Installation of RCCMD, please wait... ***
installRCCMD.exe

echo *** TImporting RCCMD configuration file ***
regedit.exe -s rccmd.reg

echo Ready

e  Now you can start a combined RCCMD silent installation and configuration via
executing of your Windows batch-f i | e Al nstall AndConfi gRCCMD

3.2 Testing of the Shutdown.Bat File

We recommend to test the edited shutdown.bat file.  The shutdown program
EXITWIN.EXE is predefined. Just enter Exitwin.exe -? in the RCCMD directory for syntax
help for this shutdown tool. You may use also your own shutdown tool or any other which
we provide with this software.

o ATTENTION: If your configuration works fine in the DEBUG mode, does not
necessaryly mean that it works also with the RCCMD as NT servicenBleashat the RCCMD as

service has been started in a user account with administrative rights, otherwise it may happen that
only nonrestrictive programs may be executed (like notepad.exe) but no Shutdown. (This will result in
the NT errort mnfeoskseangePrd Ardjluesges failedo.) | f a p
seen in Taskmanager window (ALT+CTRL+DEL), because a service does not a started program in the
current user session due to Aateractive transaction with the desktop

The full command syntax for the NT consol for RCCMD in <Listen mode>:
rccmd [i debug] - [-a IP adress] [i h hostname] [-p port] “command"”

The command can be either a program or a path for another batchfile on this workstation.
The command file should be given with full path. The -p port option can be included if you
want to start RCCMD more than once at a single workstation to proceed different
commands for different events. The default port number is 6003, use any other availabe
port number for different RCCMD commands.

RCCMD in the send mode:

rccmd [i debug] -s [-a IP adress] [-h hostname] [-p port]

18



This command is regularly used in the batchfile of the sender (shutdown.bat) and sends a

"ping" to the computers | P adress or thepestt name.

command RCCMD i s may be executed, etc.

When you have finished the edition of the

Eﬂtlient installation o ] o3|
Logfile-configuration:  Max. logfile-size:  |512 2] MI
Execute at mail gignal from RCCMD zerver:
|CARCCMDAmall bat
Configure .. _| Edit file |
\!‘) Clignt installation successfull Edi fle |
UPSMAH WEr
Edit file: I
1 Execute at shutdown signal from RCCMD server:
|CARCEMD'shutdavn bat
Browse ... | Configure ... | Edit file I

RCCMD ver. 40.0.9

< Back | Irstall Cancel

Figure 18 Client Installation successful Window

RCCMD is now running as Service with automatic startup. To configure the automatic
start of RCCMD use administrative rights and control panel, service to change the
settings.

IMPORTANT: RCCMD as service with local desktop interactions is permitted to execute
local shutdowns i for this action no user rights i except administrative rights i are
required. But for any user specific actions, e. g. starting a net send message or any other
command i the RCCMD may need extra rights! These rights have to configured in the
Control panel, services.

Sending of a message to all RCCMD clients

To send a message to all RCCMD clients, please use the following syntax:

rccmdise AMSG_TEXT ups _sial®.9p00.256 0 _ wor |l do
The RCCMD client, which should receive this message, need to get the entry of the ip-
address of the RCCMD sender or rather the list should be empty. The CS121 is not able
to send UDP broadcasts, so you have to enter the above mentioned syntax into the

RCCMD client. The client will operate as relay station and will forward the message. It is
no problem to send the message from a Windows-, UNIX- or MAC OS RCCMD sender.
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3.2 Older Installation of RCCMD

Prior of the start, please make sure that you have full administrator rights in order to
complete the installation.

Step 1: Put the CD into the CD-ROM drive of your
computer or download the software into a specific
directory.

Step 2: Please execute the installation program

setup.exe in order to copy the files to your system
and chose a desired setup language.

Step 3: Please enter your license key an choose your
corresponding Windows OS from the list. The
used license determines, which module can be
installed.

o Attention: If you enter a wrong license number at this stage, the RCCMD
client software will be set to a 30 day trial version. Please
contact your UPS dealer for the full, abiieense if it was not
with the original GROM.

Reemd - InstallShield Wizard
RCCMD-Licensze:

Pleaze enter pour license-key:

ey |12SHARX3

< Back H Mext > ][ Cancel

Figure 19 Enter your License Key
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You need a special license key for your RCCMD software. You can identify the key with

the i R X 3ncthe first part of the license key. Most of the times
separately.

Step 4: Select the

you need to order the key

RCCMD Setup Type.

means, that all programm features will be

ed.

install

Reemd - InstallShield Wizard

Setup Type
Select the setup type ta install.

Please select a setup type.

(%) Complete

All program features will be installed. [FRequires the most disk space.]

() Custam

3

Select which program features you want installed. Recommended for
advanced users.

[ < Back " Mext » ][ Cancel

ACustomo is for ac

Figure 20 RCCMD Setup Type

After you have accepted the

see the client installation window.

RCCHD 4 - Shutdown and Messaging Client for all operating systems and
parallel redundant LIPS and powersupplies with S5L

Thiz RCCMD wizzard configures vour computer as an RCCMD client.
Before you start make sure that you have enough RCCMD license keys for
your installations. Every RCCMD client iequires a unigue license key, any
inwalid or double RCCMD key will disable an RCCMD process. Don't use
RCCMD keycodes mare than once |

Following you will be requested to enter IP adiesses/hostnames of walid
RCCMD senders for this client. RCCMD senders are UPSMAN saftware,
L5121, C5111 ar ahy RCCMD 1442 compatible SNMP Adapters frarm
other vendors. Specifiy which RCCMD sender is peimitted to execute
actions an your RCCMD client. If you do not enter any IP/hastnane, any
RCCMD sender will have permission to execute RCCMD calls. Exter
"RCCMD.EXE -7 on & command prompt for help, Copyright GEMEREX,

" Install RCCMD client
" Uninstall RCCMD

Licensekey |1 25HARX - VR

UPSMAH

b

RCCMD wer. 4.0.0.7

Cancel

Figure 21 Client Installation Window
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Please take a look on page 11, step 4 for further configuration.

3.3 Settings of the Authorization of the RCCMD Service

Open the menu of the properties window for the RCCMD service (via control panel,

administration and services).

rccmd Properties (Local Computer) [ 7] x]

General ILog Dn| Hecovaryl Depandenciasl

Service name:  rcomd
Display name: |rccmd

Diescription, ‘

L

Path to executable:
CMRCCMDARCCMD EXE

Startup type;

Service status:  Stopped

Start | Stop | Eause Fesume

You can zpecify the start parameters that apply when you start the service
from here

Start parameters: I

Ok I Cancel | Apply

Figure 22 RCCMD Properties Window

Click the fALog Ono

rcemd Properties {Local Computer) [ 2]

General Log On | Hecuvawl Dependanciesl

Log on as:

low zervice to interact with desktop

I Eravwze... |
Baszsword: I
Lonfirm password: I

You can enable or disable this service far the haidware profiles listed below:

" This account:

Hardware Prafile | Service |
Undacked Prafile Enabled
Diocked Profile Enabled

Enable | Dizable |

button

o |

Cancel | Apply
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Figure 23 RCCMD Properties Log On Window

Check the AThi s delaectlepasswordsdnmng cadnad k the ABrowse
button.

rccmd Properties (Local Computer) HE
Genersl  LagOn |F|ecovery| Dependencies |

Lag on as

" Local System account

¥ Allow service to interact with deskiop

I Erowse... |

Pazzword:

LConfirm password: LITTTTITITTTINEY )

‘f'ou can enable or disable this service for the hardware profiles listed below:

Hardware Profile | Service |
Undacked Profile Enabled
Drocked Profile Enabled

Enatle | Dizable |
ok I Cancel | Lpply |

Figure 24 RCCMD Properties Password Confirmation

Select User EH

Select thiz object bype:

IU zer of Built-in zecurity principal Object Types...

From this location:
IGX?}? Locations...

Enter the object name to select (examples):
[ Lheck Names

i

Figure 25 Select User Window

Click the fA(examples)do button to select the obj
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Select User H

Select this object type:

IUser or Built-in security principal Dbject Types...

Erom this location:
IGX?2 Locations. ..

Common Dueries |

HEme: IStartswithj I Columis...

Descrption: IStaltswithj I Find Mow

I~ | Dizatledaceaunts Stop
= | Mot expiing passwond

Days since last logarn: I 'l

e[ 1L

ok | Cancel |
Mame (RDM) | In Folder
GX72
€ ASPMET 72
€7 fank Gx72
€ Guest Gx72
€5 Helpdssistant G722
€ IUSR_Gx72  Gx72
€ Iwak_Gx72  GR72
R LOCAL SERY. .
€T METWORK S...
5 SUPPORT 3. 672
Figure 26 Selection of the Object Name
Select User [ x|
Select thiz object type:
ILlser or Built-in security principal Object Types. .

Fram thiz location:
IGX?2 Locations...

Enter the object name to select (examples]:

G2\ dministratar LCheck Mames

FEE

4

Figure 27 Administrator Selection

Cick the fiOko button and enter the new passwor
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rccmd Properties {(Local Computer) EE

General LogOn | Hecoveryl Dependenciesl

Log on as:

" | ocal Systemn account
[ | &llow service ta interact with desktop

* This account: I.\Administrator Browsze... |

Paszward: I""'

Cotifirrn pazzward: I"‘ eess

Y'ou can enable or disable this service for the hardware profiles listed below:

Hardware Prafile | Service |
Undocked Profile Enabled
Diocked Prafile Enabled

Encble |  Disable |

ak, I Cancel | Apply

Figure 28 Administrator Password Confirmation

L] "_.,‘ The account \Administrator has been granted the Log On As & Service right.
L

Figure 29 Service Right Info Window

3.4 Installation of RCCMD with Redundancy (from RCCMD V3)

Redundancy is the multiplication of critical components of a system with the intention of
increasing the reliability of a system. In many safety-critical-systems, some parts of the
control system may be triplicated. An error in one component may then be out-voted by
the other two. In a triply redundant system, the system allotted three sub components,
which must fail all prior the system fails. Since each one rarely fails, and the sub

25



components are expected to fail independently, the probability of all three failing is
calculated to be extremely small.

At UPS installation RCCMD offers redundancy management functionality as follows:

Every UPS must be equipped with a CS121 or UPSMAN software computer. When ticking
the box fAuse RCCMD igyowarnepglidee th @ menaenwhered you can
choose which CS121 /UPSMAN are supplying this RCCMD client. E. g. if 4
CS121/UPSMAN are installed into 4 UPS i than each may send a shutdown signal to this
RCCMD client.

Eﬂtlient installation =11

—UPSHMAN alive checking

¥ Enable connection check T —— |

[~ Use RCCMD Traps

Palling rate; IEU mir
Connect retries: |1 oo
! w Execute at failure:

ups |CARCCMD M alive bat

UPSMAN

Brawse ... Default zetting Edit file

w_ ‘ —RCCMD Redundancy ————
L~ -

¥ Use RCCMD groupdredundancy

RCCMD ver. 4.0.0.9

< Back | Mext > I Cancel |

Figure 30 Client Installation RCCMD Redundancy

Click the ANextod button.
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Eﬂ[lient installation o =] [

— RCCMD redundancy configuration

R edundancy group: Redundancy level:
192.168.222.201 [ - |
192168222202
182.168.222.203
192.168.222.204

UPSMAH

¥ Execute command when redundancy suppresses a shutdown

’ IC:\FICCMD\ShutdownSuppressed.bat

Edit file |

RCCMD wer. 4.0.0.9

< Back I ext » I Cancel |

Figure 31 Client Installation RCCMD Redundancy Configuration

The redundancy level defines how many shutdown signals are required to execute the
shutdown.bat file. As long as this number is not exceeded, the RCCMD client will react on
such a shutdown signal only with a messagebox f E guée command when redundancy
suppresses doxsThiswildiow a message to inform the user that there has
been a shutdown signal from one of the UPS in the group, but since all other UPS are still
reading OK i or did not yet send any shutdown, the shutdown is suppressed. 3 shutdown
signals would create messages in the above example (redundancy level 3) only, just the
4™ signal would initiate the shutdown.

ATTENTION: RCCMD checks the presence of the other group members, prior of the
sending of the shutdown-suppressed message! Are the members not reachable, e. g.
because of a lost network connection, RCCMD will send the shutdown signal immediately!

Content of this messagebox file i Shut downSuppressed. bat o:
@echo off
start /b msg.exe -c:3

"Attention ! RCCMD Shutdown Signal received. Execution suppressed because of
redundancy configuration. Please verify the status of the redundant UPS before you
continue to work. NOTE: If the RCCMD shutdown sender problem has been solved,
please stop/restart RCCMD service to reset the system. If you do not restart RCCMD
service the shutdown is still pending and will be activated if another RCCMD signal
arrives !"
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When this message box appears the RCCMD client is waiting for more shutdown signals
to come until the redundancy level is reached. If this is the case (in the 0065ample above
3 shutdown signals must be send i than the 4tzh signal triggers the shutdown) i than
finally the shutdown.bat file is executed an this RCCMD clients goes down.

Attention: If the shutdown is suppressed, and the problem on the UPS side is solved, you
MUST NOT forget to restart the RCCMD service to reset the alarm situation ! If you forget
to restart RCCMD the software will remember the alarm situation so that in case another
signal is send, an immediate shutdown is started. So please restart RCCMD (or your
computer) after the UPS problem has been solved.

3.5 RCCMD Client as Relay Station

In order to reach a bigger number of RCCMD receivers, the CS121 adapter needs to be
operated as relay station. The receiver will be configured so that it will receive a RCCMD
signal and this signal will be used to start a batch file, which then starts even more
RCCMD sender signals. This workstation is then sender and receiver at the same time
and is therefore an important link in the UPS monitoring chain. Generally the useage of a
RCCMD client as a relay station makes the management of several 100 RCCMD clients
far easier than configuring this via the Web-interface of the CS121. Additionally, all Web-
browser event configurations have a certain limitation so that it is required to use the relay
function, if the number of jobs exceed 50 per event at the CS121 HW 131, at older CS121
adapters even earlier.

See the following script, which lets the RCCMD-client act as relay station:

BECHO off

REM --- Created by RCCMD configuration ---

SET path=C:\WINDOWS;C:\WINDOWS\system324;C:\RCCMD

SET path=%path$%;C:RCCMD\

# RELAY RCCMD

# Thiz batch will zend RCCMD shutdown calls to the IP addresszes listed below
# At the end of the batch this computer will initiate the local shutdown
reemd -z -a 192, 168.200.2

reemd -5 -a 192.168.200.
reomd -5 -a 192, 168.200.
reemd -5 -a 192.168.200.
reemd -5 -a 192.168.200.
recwd -2 -a 192, 168.200.
# to be continued...

#

# local shutdown
ExitWin.exs shutdown force
@CLE

=1 o U0 ode LD

Figure 32 Example: Batch File RCCMD act as Relay Station

The RCCMD Version 4.0.1.0 or higher provides a grafical configuration of the RCCMD
relay function.

Click the AConfigureéo button.
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C T

| .
Logfile-configuration:  Max. logfile-size:  |512 Ki View log

‘9% Client installation

Execute at mail signal from RCCMD server:
|C:\RCCMD\mail bat

Configue .. | Edifle |
Execute at message signal from RCCMD server:
|C:ARCCMDAmessage. bat
Edit file
UPSMAH Execute at execute signal from RCCMD server:
|C:ARCCMDexecute.bat

Edit file

Execute at shutdown signal from RCCMD server:
|C:ARCCMDshutdown bat

Browse... | ([ Configwe.. | Edtfle |
RCCMD ver. 4.0.0.9
< Back I Install I Cancel I

Figure 33 RCCMD Client Shutdown Configuration

Tagt he ARCCMD shut dofiiv arn éladby & iCotmmatnhle 6 wi ndow |
button, to add this function into the ACurrer
— X4

28 Clie

Configure Shutdown Sequence

I File: C:\RCCMD\shutdown. bat

Available Commands Current Sequence

Power off Windows - Shut down Windows
ool |5
QuttousNoes |2 —[Add command]
Quit Siemens SIMATIC
Gileane j

<<

RCCMD shutdown relay

notenad sve
<« | 1 O

Add custom application

Description of
'‘RCCMD shutdown relay'
[Relays RCCMD shutdown command to another computer. Enter [P address or hostname of

Ithe remote computer you want to shutdown.
I
Cancel | oK I

Figure 34 RCCMD Shutdown Relay

The following panel will appear, in which you can enter the desired IP address range.
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Pt Configure Shutdown Sequemé—

l File: C:ARCCMD\shutdown.bat

=

Available Commands Current Sequence

Configure RCCMD shutdown relay &

Enter IP address or hostname of the remate computer
you want to shutdown with RCCMD:

-0R -

Enter an IP range of remate computers you want to shutdown with RCCMD:

From: | 192.168.222. 1 o | 192.188.222. 254

[ Use secure connection (SSL)

[Relays RCCMD shutdown command to another computer. Enter [P address or hostname of
I

tthe remote computer you want to shutdown.

Cancel oK I

[:li“[_r[_ll_rLl

Figure 35 RCCMD Configuration IP Address Range
Additionally you can enable the SSL function (see also chapter 3.8).

If you want to remove single IP addresses, mark the line with its desired IP address and
click the fAi<o button.

2% Ciie T :

Configure Shutdown Sequence

I File: C:ARCCMD\shutdown.bat

Available Commands Current Sequence

Power off Windows -

Restart Windows

Hibernate Windows — ;J
Suspend Windows 5
Quit Lotus Notes —J
Quit Siemens SIMATIC
Quit Applications

Wait some seconds...
RCCMD shutdownrelay <<

< | m | »

CMD shutdown relay to 192.168.222.1 -
CMD shutdown relay to 192.168.222.2 3
CMD shutdown relay to 192.168.222.3
CMD shutdown relay to 192.168.222.4
CMD shutdown relay to 192.168.222.5
CMD shutdown relay to 192.168.222.6
JCMD shutdown relay to 192.168.222.8
CHMD shutdown relay to 192.168.222.9

y to 192.168.222.10
v TS ag:glﬁll&&ﬁ?:‘} 1 :

m

=)
B

-

Description of Add custom application I

'‘RCCMD shutdown relay to 192.168.222.8'

"F! elays RCCMD shutdown command to another computer. Enter [P address or hostname of

ilhe remote computer you want to shutdown.

Cancel I 0K |

Figure 36 RCCMD Shutdown Relay Removal
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3.6 RCCMD on Windows 95/98

RCCMD for Windows 95/98 functions similar to RCCMD on Windows NT. The only
difference is the program name, which changes to RCCMD95.EXE. Please also refer to
the RCCMD Windows section of this manual.

o Attention: For Windows 95/98 users we do recommend the installation of
the TCP/IP protocol first and then run the configuration
program making use of the RCCMD WIZARD.

o Attention In case Winpop.exe is used on Windows 95/98, RCCMD can not
be startedn port 6003 otherwise the computer will fugng
Please change the sender and receiver call up accordingly.

Experienced users may use the registry editor and enter all changes manually.
Unexperiecend users should use the RCCMD wizard.

Registry settings: Please check the following: In order to start the RCCMD process in
OLi stend mode, the RCCMD parameter have to be
Please enter:

regedit.exe rccmd95.reg or simply start rc_init.bat

The parameters are now located under the registration-key
HKEY_LOCAL_MACHINE\CurrentControlSet\Services\RCCMD95\Parameters
Start regedit.exe again if you want to reconfigure RCCMD.

If you are unfamiliar with the registration editor of Windows 95 you can also modify the file
rccmd95.reg and execute the command regedit.exe rccmd95.reg again.

Parameters:
Port: Special TCP-Port that receives the RCCMD signal.
Addrl... 10: TCP/IP address of the computer that accepts the RCCMD-signal.
ExecutePrg: Command that is to be executed when receiving the RCCMD-signal.
To start RCCMD execute the command:
rccmd95
Or start the program using the Windows 95/98-launch bar.
To start RCCMD in sending-mode (send) enter the following line in your shutdown-job:

RCCMDO95 -s -a <address> [-p 6003]
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For <address> enter the TCP-address of the machine to which you want to send the
RCCMD-signal.

Optional parameters:
-p <port> TCP-Port on which the RCCMD-signal will be send

The option i a can be used several times, if a shutdown on more remote computers in the
network should be executed.

Do not use the CD License key more than once. (Copyright regulations page 1). If more
RCCMD modules need to be installed for the shutdown, additional CD license key must be
purchased. Additional license keys are available from your UPS dealer, whereas the CD
can be used again for the actual installation.

3.7 RCCMD for Windows NT/2000/XP/2003/2008

The RCCMD (remote console command) is a program that allows the execution of
programs on remote computers. This tool is part of all UPSMAN supported operating
systems with the exception of Windows 3.x.. With this tool it is possible to connect
different operating systems. Is the UPS-Management Software installed on a Windows
NT/2000/XP computer and should a remote shutdown be executed on a computer with a
different operating system in a heterogeneous network, the RCCMD tool is necessary.

The RCCMD tool works in two different modes. The module works like a normal program

start, as "Send Mode" in order to send RCCMD commands i s i a to other computers. In

the so-called O L i st ede dnstaled as a NT/2000/XP service, the program (as

background process) waitsf or a command oded ,omo fo Semel RICCMD mod
oLi stobdedt h@ RCCMD module waits for the opalngo si
the module executes a batch file or program.

o Attention For first time users we do recommend the use of the RCCMD
Wizard, which makes the configuration easier. Please start the
RCCMD Wizard from your program group.

o Attention: Please do not @sthe wizard and manual settings at the same
time.

Eventually, the RCCMD service must be allocated with special system privileges if certain
commands and programs like messagingusingfinet sendo, s hudgeganchg down
the like are to be executed. The RCCMD start-up parameters in the control panel must be
set to the administrator /superuser account (enter password twice) together with the
correct password. If you are not allowed to use the administrator account you have to
create an account, which has all the rights to shutdown this NT/2000 computer. Change to
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the control panel and mark the RCCMD in the list, change the start-up par amet ers t o

accounto and enter the any administrat

Now the RCCMD has been installed and configured to execute C:\ups\shutdown.bat.

3.8 RCCMD with SSL for Windows

The Secure Sockets Layer (SSL) protocol is a cryptographic protocol that provides

security and data integrity for communications over TCP/IP networks.

Use your Web-browser to navigate to the address of your UPS Web-Manager. Click the

ve accol

ANet work & Securityo configuration button and

Network & Security Settings

MAC Address: 00-03-05-0E-09-E1 Enable Telnet Server:
Network Card Speed: AUTO - Enable HTTP Server:
Local Address: 192.168.202.98 HTTP Port: 20
Gateway Address: 192.168.202.1 HTTP Refresh Time: 10
Subnet Mask: 255.255.255.0 HTTP Default Page: UPS Status
DHS Server: 192.168.202.8 Enable HTTP Tooltips:
Enable UpsMon Server:
Change Administrator Password: Use RCCMD2 Traps:
Confirm Password: Enable RCCMD Listener: =
RCCMD Listener Port: G002
Change UpsMon & 554 Password: Clear
RCCMD Timeout: 180
Confirm Password:
(USERCCMD sSL: )
Use UpsMon Password for Web Pages: 1
Figure 37 RCCMD SSL Settings
The SSL network feature requires correct time settings, so it is required to configure a
timeserver. Clickt he ATi meserverf configurati button

one timeserver.

Time Settings ?

RFC868 TCP compatible fimeserver listening on port 37 required
To disable the timeserver feature settimeserver address 1 to 0.0.0.0,

Some public timeservers (could be used for both protocols):
129.6.15.29 : National Institute of Standards and Technolegy

192.53.103.103: P Technische Bundesanstalt
‘Current system time: Thu Dec 4 23:49:26 2008
(TmeserverAddress1: 19253103103 SNTP  ~)
Timeserver Address 2: 0.0.0.0 SNTP =
Timeserver Address 3: 0.00.0 SNTP -
Timezone: (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

Automatically adjust clock

for daylight saving changes: (implemented for european timezones only)

Connection Retries: 2
Synchronize Time on B
incoming RAS connection:
synchronize Time on &

outgoing RAS connection:

([ TestTimesener1 || [ TestTimesenver2 | [ TestTimeserer3 | | Synchronize CS121 clock now.

Figure 38 Timeserver Settings
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Click the ASave Configurationd button and t
settings.

CS121 Configuration Manager

Reset to Factory Settings
Load the CS5121 factory settings into the configuration editor.

Cancel Recent Changes
Reset all changes and reload the saved setlings.

Save Configuration
Write all changes to flash memory. Changes will be used after the next reboot.

Backup Configuration
Store a backup ofthe configuration on your local harddisk. (Use right mousebutton and "save target as™)
MOTE: For UPLOAD older config files to new firmware versions please contact support.

Reboot
Reboot the C5121 without saving configuration changes.

o o oy o

‘Write all changes to flash memory and rebootthe C5121. (Please be patient after clicking here)

Save, Exit & Reboot ]

[

Figure 39 Settings Confirmation

Start the RCCMD Wizard installation again and enable the SSL network feature.

IP' address list of all RCCMD servers that are allowed to zend 5
shutdovan command to this client [no entie means eveny server],

Add Address . ‘

Delete Address ‘

Edit Address . ‘

Metwiork, settings

Configure advanced
network settings like [P
addreszs to bind, port
and 551 or uze the
default values.,

RCCMD wver, 4.0.0.7
< Back Mext » Cancel

Figure 40 SSL Configuration
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Advanced network settings L 25 |

|IP address and port:

IP to bind to: |127.0.0.1
Browse far IP...

on Port: EO03

551
(l? |Jze gecure connection [S5L) )

Carncel ok |

Figure 41 Advanced Network Settings

Alternative configuration with an ASCII editor

You can set the desired configuration with an ASCII editor into the configuration data
Ar ¢ ¢ mdnarudllyg i

# RCCMD Configuration (v2 - default)

#

# Bind on Interface

# Defines on which interface we listen for incoming commands
# Default: 0.0.0.0 (All possible interfaces on this host)

#

ListenAddress=0.0.0.0

#

#List en on Port

# Defines on which interface port we listen for incoming commands.
# Default: 6003

#

ListenPort=6003

#

# Enable UDP

# Defines if we should listen for rccmd (UDP) broadcasts
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# Default: true

#

ListenUDP=true

#

# Access Control List

# A list of val id sender addresses, only its members can connect
to us.

# Seperate IP addresses with a space, e.g.: "192.168.0.1
192.168.0.2".

# Default: <empty> (Everyone is allowed to connect to us)
#

AllowedAddresses=

#

# SSL: Use SSL

# Enables (true) or disables (fal se) SSL Connections
# Default: false

#

SSL=false

#

# SSL: Reject expired certificates

# Permits (false) or denies (true) connections with expired
cert's.

# Default: false
#

SSLRejectExpiredCert=false

The SSL configuration occurs via the following entries:
SSL=true

SSLRejectExpiredCert=false
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During the installation you can merge the grafical configuration and create a narrated

Arccmd. cf gh

at

This is NOT an ITANIUM (IA

wi th

Anif.

the same ti me, if you answer t he

- 64) system [Y/n]?:

3.8.1 RCCMD with own SSL certificates

In this chapter we will describe, how to use an own SSL certificate with RCCMD, e. g.
OpenSSL ( http://www.openssl.org/related/binaries.html ):

Be your own CA

Using OpenSSL it is quite simple to become your own CA. Just run:

CA.pl

T newca

Done! Just ensure, that you select a useful CN (common name)!

Create your RCCMD certificate

You need to create your certificate for RCCMD now. As it will use it for verification, it
should contain the same useful common name (CN), that you selected for the CA. The
private key must not be encrypted to let the RCCMD Client (service) start without trouble.

Therefore

CA.pl

T newreq - nodes

Sign with your CA:

CA.pl

1 sign

Weo duespdon A he fmleevrfeqo command:

Now create an empty file named fi r cfcand copye the cert information of
newcert.pem (rccmd certificate), newkey.pem (private key) and cacert.pem (CA) into it.
Please note, that the exact copying is required to use it without trouble!

Use your own RCCMD certificate

Do the following steps at the RCCMD Client and every sender (e. g. UPS Web Manager):

Backup t

Repl ace

he

t

he

existing Arccmd. pemo

existing Arccmd. pemd with your

Restart the RCCMD Client

Restart the RCCMD Sender

3.3.5 Testing the RCCMD connection

Finally test your configuration if all RCCMDs are present and working. For this you may
use the RCCMD in the Debug mode Syntax RCCMD i debug i s/l T a), so that you have

screen output .
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http://www.openssl.org/related/binaries.html

address] o. I'f the PI NG wor kthe RCCMDecpnnegtimruwittt a n

the debug mode. If everything works fine, you will see that a connection is established and
closed again. This means that the remote RCCMD received your signal and will execute
the shutdown script on the remote side.

ATTENTION! This test will execute the shutdown script! If you want to avoid the
shutdown, please remove the shutdowncommand from the RCCMD client
shutdown.bat/sh file!

AWINNTASpstem32iemd.exe

Microsof t<R) Windows NICTM>
{C>» Copyright 1985-1996 Microsoft Corp.

D:=\UPSMAN>rcemd —s —a 192.168.2082.52
started in sending mode

RCCHMD U3 .8 — Windows NT Remote Command Program
copyright <(c> QUAZAR-GEMEREY GmbH 1996. All rights reserved

- 15:892:53 - Bend Mode wird gestartet
» 15:89:53 - Es wird probiert eine Uerhindung zu 192.168.282.52 aufzul

15:82:55 — Send Mode wird beendet.
15:89:55 Verbhindung =zu 192 .168.202 .52 hergestellt.

Figure 42 RCCMD Console Test

3.9 Testing the RCCMD 2 connection

In order to see under RCCMD 2 if the UPSMAN processes on the remote client are still
active, the following syntax can be entered via command line:

rccmd 1 sc i ac <IP address>

C:~RCCHMD>rccmd —sc —ac 192_168.222_ 261
started in sending mode

RCCHD U4.8.8.7 — Windows NT Remote Command Program
Copyright <c? 19962887 Generex GmhH

Send Mode started
Upsman at 192.168.222.201 alive.
Zend Mode stopped

G :~RCCHMD >

Figure 43 RCCMD Alive Check via Command Line

now

| f the UPSMAN is active, the message AUPSMAN

message if the UPSMAN is inactive.
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Testing the RCCMD 2 connection via the

you want to use the UPSMAN al i v e checking (recommended)

connection checko box. Alive check is a
port 5769 to check if the UPSMAN has still UPS data i or not.

[ BSIES
UPSMAN alive checking
J cion(s)

UPSMAN address | Alive result
192.168.222.201 Successfully connected ta UPSMAN

RCCNF_NT

1 LIPSMAN connection check done
LY

< Back Next > Cancel

Figure 44 UPSMAN Alive Check Window

RCCMD ver. 4.0.0.7

Use this command to get help: C:\ RCCMD>rccmd - ?

C:AWINDOWS\system32\cmd. exe

Microsoft Windows HP [Version 5.1.26B81]
<G> Copyright 1985-28A1 Microsoft Corp.

C:“RCCMD>rccmd -7
uzage: rcomd [param]
rc_init install service and set default parameters
param: —1i install service
-u uninstall service
—u display version info
—name <{name’> use <{name’> instead of default RCCMD
—debug start as a console app for debugging (listenModel
—hz filepath =set filepath for shutdown—event (lisztenModeX
—ba filepath set filepath for upsmanMotAlive-event {(listenMode)
—1i IP-Address bind listen socket on IP-Address <{listenMode>
CATTENTIOM: this will override registry—settings?
—E ... start as a console app for sending mode
—zC check upzman
-5l use S5L connection
—ut use traps to check upsman in server—mode
or retrieve additional status—info if in client-mode
—-cr connect retries for every check {default 52>
—ze '"command [parameter]l" ...
valid commands: SHUTDOWN,. EXECUTE, MSG_ID, MEG_TEX
MAIL_ID, MAIL TEHI LOG_ID, LOG TEHI WAKEUP
e..—a 192.19.200.99 [-a 192.10.280.981 (max. 15)
—ac ... [-ac ...1 upsman adress (max 15>
—plr] portaddr rccmd {default 66EAI>
—-pc portaddr check—-upszman (default 57692
—t[r] timeout rccmd (default 18 secd
—tc timeintervall check-upsman (default 38 Min>
—-rc max retries for check—upsman {(default B {infinitel>
C - “RCCHMD>

Figure 45 RCCMD Console -?
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3.10 RCCMD on NovellNetWare

The following text is presented when entering

NovellNetWare console:

Possible parameters:

-1
listen. waits for a command from RCCMD sender

-s
sends a ping to a listening program

- se <command> <param>
sends a command to a listening program

-p <port>
Portadress (Defaultadress = 6003)

- a <ipaddress>

Address in IP Format. Ex. -a192.10.20.30 (max.
10)
-t <timeout>
Time in Seconds (Defaulttimeout = MAX_TIMEOUT)
-?
this help
Supported Commands (for use with - se argument):
SHUTDOWN

This will call the configured shutdown -
batchfile (default: shutdown.bat)

EXECUTE
This w ill call the execute.bat file

MSG_TEXT
This will call the message.bat file
<text, unrestricted word count>

MSG_ID <ID>
This will call the message.bat file
<message parameters, seperate d by blanks>
LOG_TEXT
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This will write to configured log - file
(default: rccmd.log) <text, unrestricted word count>

LOG_ID <ID>
This will write to configured log - file

(default: rccmd.log) <message parameters, seperated
by blanks>
Examples:

load rccmd.nlm -s -a192.10.200.52 -a192.10.200.53

load rccmd.nim -s -a192.10.200.52 -a192.10.200.53
-t10

load rccmd.nlm - se "SHUTDOWN" - a 192.10.200.52

load rccmd.nim - se "EXECUTE" -a 192.10.200.52

load rccmd.nim - se "MSG_TEXT thisis a message" -a

192.10.200.52
load rccmd.nim -1
load rccmd.nim -1 -a192.10.200.52 -a192.10.200.53
load rccmd.nim -1 -a192.10.200.52

If you have added a search path i.e.: "search add
sys:rccmd",
otherwise you have to use the absolute path.

load sys:rc cmd\ rccmd.nlm - |

To start RCCMD in receiving-mode (listen) enter the following line:
load <path> RCCMD -I [-a 192.200.100.10] [-p 6003] load <path> shutcmd.nlm i f
Optional parameters:

-a <address> TCP/IP address of the master computer(s), which sends the RCCMD-
signal.

-p <port> (optional) TCP-Port address, on which the master computer is sending
To start RCCMD in sending-mode (send) enter the following line in your shutdown-job:
load RCCMD -s -a <address> [-p 6003]

For <address> enter the TCP-address of the machine to which you want to send the
RCCMD-signal. (Workstations in "listening" mode, with an active RCCMD with parameter -

)

Optional parameters:
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-p <port> TCP-Port, which the RCCMD-signal is using.

The option -a can be used multiple times, if a shutdown on remote network servers
should be initiated.

Example: (Example path <path> = sys:\ups\upsman\rccmd.nim)

load <path> RCCMD.NLM i s ia 192.168.210.3 -a 192.168.210.4 -a 192.168.210.10
.etc.until o0end of Ilinebo

unload RCCMD

load <path> RCCMD.NLM i s i a 192.168.210.8...etc.

unload RCCMD

Do not use the CD License key more than once. If more RCCMD modules need to be
installed for the shutdown, additional CD license keys must be purchased. Additional
license keys are available from your UPS dealer, whereas the CD can be used again for
the actual installation.

rccmd.nim
Modul for the multiserver shutdown in IP-networks.

The rcemd.nlm contains different command line parameters, which are either for the
0sendo or 0ltheRC@MDanodulodul of

rccmd -? Help
rccmd-s Sending off a opingd signal to a waiting p

rcemd-l Waiting for a oOopingodo signal. A command ca
the opingodo signal

rccmd i p Setting the port address (default = 6003 ).
rccmd i a Address in IP format e.g. 192.168.202.1
rcemd it Time in seconds until a connection will be established. (default timeout = 10)
Example:
load sys:ups\rccmd.nlm -s -a 192.168.202.1 [-a 192.168.202.1]
load sys:ups\rccmd.nlm -s -a 192.168.202.1 -t 10
load sys:ups\rccmd.nlm -l -a 192.168.202.1 shutcmd.nlm [/para]
rccmdipx.nim

This is a modul for just IPX networks. This modul sends a shutdown command (or any
other console command) directly to every IPX server name. Please start RCCMDIPX on
all Novell consols. The modul needs to be loaded on both servers.
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This modul has to loaded on both servers first
(1. Rename RCCMDIPX to RCCMS.NLM 2. Load RCCMD The following syntax is valid:
rccmd <server name> <console command>

Whereas <server name> is a valid server in a network enviroment and <console
command> a valid NetWare command is.

Example:

1. load sys:ups\rccmdipx (or load RCCMD if RCCMDIPX.NLM is renamed to
RCCMD.NLM)

2. rcemd gnwl forcedown
or 1. load sys:ups\rccmdipx
2. rcemd gnwl sys:ups\down.ncf

Instead of the down command for older clib.nim files, the forcedown command maybe
used.

Multiple-start RCCMD on Novell

The multiple start RCCMD on Novell is relatively easy to manage. Several RCCMD clients
may be started with the following command line:

load rccmd.nlm -I -a load down.ncf
whereas the syntax goes as follows:

LOADING RCCMD.NLM -L(LISTENER) -A(IP adress of UPSMAN/CS121/RCCMD
SENDER) COMMAND (COMMAND TO BE EXECUTED)

Example:
LOAD RCCMD.NLM -L -A 192.168.10.2 LOAD DOWN.NCF

Int his scenario the fidown.ncffA file is executed
the client computer, if the RCCMD call from the RCCMD server (sender) is received.
Other . ncf or .nlm (executables) files may be executed too.

A group of 8 .ncf example files can be found in the UPSMAN installation directory. Please
note that these example files ma have to be adjusted by user/administrator according to
the configuration of the system.
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4. RCCMD on UNIX (with graphical interface)

The RCCMD (remote console command) is a program that allows the execution of
programs on remote computers. This tool is part of all UPSMAN supported operating
systems as well as all GENEREX CS121 SNMP Manager, BACS Webmanager or
RCCMD licensed SNMP Manager of other manufacturers (Rittal CMC, General Electric
SNMP, Chloride Masterguard). With this tool it is possible to connect different operating
systems. E.g. is the UPS-Management Software installed on a Unix computer and should
a remote shutdown be executed on a computer with a different operating system in
heterogene network, the RCCMD tool is necessary.

The RCCMD tool is based on the TCP/IP protocol. During the installation, the TCP/IP
protocol should be installed in the first place.

The RCCMD tool works in two different modes. Inthesoc al | ed oL jtlset eno
program (as UNIX daemon in a background process) waits for a command from the
0 Send o ofithe RGCMD modul.

INSTALLATION

It is required to install RCCMD as user root out of a rootshell or a graphical terminal.
Extract the file rccmd.tar, copy it to a temporary folder and start the program rccmd.bin.
The following graphical installation will start:

RCCMD &

= Installfmawhere will guide wou through the installation of RCCMD.

It is stronghy recammended that wou quit all programs befare
cantinuing with this installation.

Click the 'Mext' buttoh to proceed to the next screen. If wou want
to change something on a prewious screen, click the 'Previous'
button,

ou may cancel this installation at any time by clicking the
‘Cancel’ button.

Installer wersion: (QOO5

Cancel Prewvious Mext

Figure 46 Installation i Introduction
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Enter your license key:

RCCMD

sl
/s
Enter your license key

RCCME Software Clent

i:iwiT\iiIIIIIII
4123456789 10+

RCCMD Client License Key

Wincdoea:
T

ToxaERIIZHBATAY

Enter license key

Usualky the license key is located on the installation booklet, or
oh a label on the rear side of the CD sleewve.

Cancel Frewious Mext

Figure 47 Installation i License Key

Choose your desired installation path.

Flease choose a destination falder far this installation.

Where Would You Like to Install?

Jusrfrecmd

Eestore Default Folder | | Choose, ..

Cancel Prewious et

Figure 48 Installation i Choose Install Folder
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RCCMD

Cancel

By default rccmd will print the messages it receives from the
network to fdewfconsole.
Here wou can choose additional output options.

Display Messages on all terminals
log messages
Display Messages with Xmessage

Figure 49 Installation i RCCMD Messages

I'n the next
to begin.

LA L]

Cancel

menu you see an overview of

Please Review the Following Before Continuing:

Product Name:
RCCMD

Install Folder:
fusrfrecmd

Disk Space Information (for Installation Target)
Required: 95,431,420 bytes
Available: 324,343,872 bytas

Previous Install

Figure 50 Installation i Pre-Installation Summary
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Add the IP address of the RCCMD server, which is allowed to send a shutdown to this
client.

RCCMD Configuration E] @

Addresses | Functions | Logfile | Execute | Control |

IP address list of all RCCMD servers that are allowed 1o send a
shutdown command to this client (ho entry meansievery server).

| Add Address ..

Delete Address

|RCCMDCFC W4.0.0.11
| Sawve | | Cancel

Figure 51 Configuration i RCMD Sender IP Address

o Attention: If you do not enter an address, then every server has the
permission to send a shutdo command. If more than one
CS121 or rather UPSMAN is existent, thus a redundancy
situation, you need to enter more than one address as

authorized sender.

Addresses rFunctions rLogfiIe rExecute rContmI |

UPSMAN alive checking

Enzble connection check Test connection{s) ..

Palling rate

20
Connection retries: 5

Execute at failure:

|,fusrjrccmdjrccmd,execute. sh

| Browse | ‘ Default Setti... | | Edit File |

RCCMD Redundancy
|:| Use RCCMD groupfredundancy

|RCCMDCFG W4.0.0.11
| Save | | LCancel

Figure 52 Configuration i RCMD Functions
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If you want to use the UPSMAN alive checking (recommended) , check the HRAE!
connection checko box. Alive check is a signal,
5769 to check if the UPSMAN has still UPS data i or not. If this fails, the scriptfile
rccmd_execute.sh will be executed which causes a messagbox coming up. The polling

rate (default 30 min.) defines the polling of the UPSMAN service, connect retries (default

5) means after 5 unsuccessful connection tries an alarm will be triggered.

The function AUse RCCMD Trapso enabl eshowP SMAN/
the UPS status as a trap message. If activated it will display a local message when the
UPS status of the UPSMAN/RCCMD server changes.

I f you click the ATest connection(s)éo button,
IP addresses will start (port 5769 will be tested).

If you click the ABrowse...fA buttfiea., you will ¢
At UPS installation RCCMD offers redundancy management functionality as follows:

Every UPS must be equipped with a CS121 or UPSMAN software computer. When ticking
the box fAuse RCCMD igyowanepglidee b @ manaenwhered you can
choose which CS121 /UPSMAN are supplying this RCCMD client. E.g. if 4
CS121/UPSMAN are installed into 4 UPS i than each may send a shutdown signal to this
RCCMD client.

I RCCMD Configurati

[ Addresses [ Functions rLogfiIe rExecute rCOntrol |

UPSMAN alive checking
Enable connection check | Test connectionis) ... |

T 3

Polling rate:

30
! g Connection retries: 5

UPsS Execute at failure:

UPSMAHN

|,fusr;rccmdjrccmd_execute.sh |

[ Browse.. | [ Defaunsemi. | | Edit Eile |

RCCMD Redundancy
|:| Uze RCCMD group/redundancy

IRCCMDCFG W4.0.011
| Save | | Cancel

Figure 53 Configuration i RCMD Redundancy

The redundancy level defines how many shutdown signals are required to execute the
shutdown.bat file. As long as this number is not exceeded, the RCCMD client will react on
such a shutdown signalonly wi t h a messagebox AExecute cor
suppresses a shutdowno box. This wil!l show a m
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been a shutdown signal from one of the UPS in the group, but since all other UPS are still
reading OK i or did not yet send any shutdown, the shutdown is suppressed. 3 shutdown
signals would create messages in the above example (redundancy level 3) only, just the
4™ signal would initiate the shutdown.

rAddresses rFunctions rLogfiIe rExecute rContro\

Max. logfile-size:  [1024 | Kb | Wiew Logfile

8

UPSMAH

|RCCMDCFC W4.0.0.11
| Save | | Cancel

Figure 54 Configuration i RCMD Log File

You can configure the log file size and edit the executing sh-files.

rAddresses rFunctions rLogfiIe rExecute [ Control

Execute at mail signal from RCCMD server:

Jusrjrcomdfrecmd_mail. sh

Configure.. | | EditFile

Execute at message signal from RCCWMD server:

Jusrjrccmdfrecmd _message. sh

Edit File

Execute at execute sighal from RCCMD server:

UPSMAN

Jusrfrccmdfrcocmd _execute.sh

Edit File

Execute at shutdown signal from RCCMD server:

|,.fusr,frccmd,frccmd_shutdown.sh

IRCCMDCFS W4.0.0.11 | |

Sawe Cancel |

Figure 55 Configuration i RCMD Execute
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Click the fAConfi gurEMalsethngs.t on to enter t

RCCMD Configuration (=] [

rAddresses rFunctions rLogfiIe rExecute [ Contral

Execute at mail signal from RCCMD server:

Jusrfrcomdfrccmd_mail. sh

Configure ... Edit File

. JRCCMD - Configure Mail

E-Mail-Configuration:

[]Use E-Mail
E-Mail address of the sender:

Mame of the mail server:

ll SMTP Authentification:

[JUse SMTP Authentification

Login:

|
|
Password: :l

Figure 56 Configuration i RCMD E-Mail Configuration

Click « Control » to get to the following functions:

[ Addresses | Functions | Logfile | Execute | Cantral

Control the Rcomd

| Rcomd status |

Stop Recmd
Start Rccmd

IRCCMDCRC Ve 0011 | |

Save Cancel

Figure 57 Configuration i RCMD Control
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4.1 Silent Installation of the RCCMD Installation

The RCCMD Software provides a silent installation, but it is required to enter some
settings intoopaetiiesnsgthller.p

EX
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#
']
$#

#INSTALLER UI lent]

e
H e e

M e e e

He e e e e

[
H oA e

Figure58Cont ent oafl Itehre pfriompsetr t i es 0

It is required to remove the hash mark prior of the variable INSTALLER_Ul=silent . In
addition the setting of the license key is required behind the variable GXLICENSEKEY=.

If you want to activate the console installation, it is required to remove the hash mark prior
of the variable INSTALLER_Ul=console and to set the word console instead of silent.

4.2 Console Installation of the RCCMD Installation

A console installation is required, if your target system possesses no grafical interface for
the execution of the Ainstall RCCMD.bino. This ¢

will display the questions, whicharec ont ai ning into the Ainstaller.
o Note This concerns the installation only. The configuration will be
perbr med via editor into the arcc
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For the activation of the console installation, it is required to remove the hash mark prior
of the variable INSTALLER_UI= and to enter console . This is the interactive RCCMD
installation onto the console. Execute as root t he fAi nst alfleRCCMD. bi no

Configuration

It is required to perform the configuration via editor. The configuration file is the

Airccmd. cfgdo and is | ocat eall).iThefilecontdnethe/ usr / r c c md
description of the single configuration parameters. Please take a look into the following

example of the Arccmd.cfgo file:

HHHHHHH

# RCCMD Configuration

HHAHHHHH A R

# Bind on Interface

# Defines on which interface we listesr incoming commands

# Default: 0.0.0.0 (All possible interfaces on this host)
ListenAddress=0.0.0.0

# Listen on Port

# Defines on which interface port we listen for incoming commands.
# Default: 6003

ListenPort=6003

# Enable UDP

# Defines if we should Iten for rccmd (UDP) broadcasts

# Default: true

ListenUDP=true

# Access Control List

# A list of valid sender addresses, only its members can connect to us.
# Seperate IP addresses with a space, e.g.: "192.168.0.1 192.168.0.2".
# Default: <empty> (Everyonis allowed to connect to us)
AllowedAddresses=

# Alive Check

# Enable Alive Check
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# Defines if we should perform UPSMan alive checking.

# Default: false

AliveEnabled=false

# Alive Check Rate

# Defines the interval of UPSMan alive checking, in seconds.

# Default: 1800

Alivelnterval=1800

# Alive Retry Rate

# Defines the number of UPSMan alive checking retries, in case of problems.
# Default: 0

AliveRetries=5

# Alive Check Group Members List

# A list of UPS device addresses that should be checked periodically.
# Seperate IP addresses with a space, e.g.: "192.168.0.1 192.168.0.2".
# Default: <empty> (No alive checking)

AliveAddresses=

# Alive Program

# Full path to script that is executed when an alive check fails.

# Default: rccmd_notalive.sh

AliveProg=

# Redunlacy Mode

# Enable Redundancy

# Defines if we should operate in redundancy mode.

# Requires an enabled <Alive Check> configuration.

# Default: false

RedundancyEnabled=false

# Redundancy Group Members List

# A list of redundancy group member addresses, briatso in <AliveAddresses>.

# Seperate IP addresses with a space, e.g.: "192.168.0.1 192.168.0.2".
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# Default: <empty> (No redundancy available)

RedundancyAddresses=

# Redundancy Level

# Defines how many of the <RedundancyAddresses> are redundant.

# Shutawn is executed when the number of shutdown requests exceeds this number.
# Default: 0 (No redundancy available)

RedundancyLevel=0

# Enable Redundancy Script

# Defines if we should NOT execute a script when redundancy suppresses a shutdown.
# Default: fale.

RedundancyBatchSuppress=false

# Redundancy Script

# Full path to script that is executed when redundancy suppresses a shutdown.

# Default: ShutdownSuppressed.sh

RedundancyBatchFile=

4.3 UNIX RCCMD Configuration With CURSES Library

o Note This sectio does not apply to rccmd V1 for Unix, in addition it
only applies to rccmd running in ‘Listen' mode.

Rcemd V2 running in 'Listen' mode may be configured using a configuration file. By
default rccmd will look for a file named ‘rcemd.cfg' in its startup directory (usually
'fusr/ups'). This file may be generated using rccmd_conf. Rccmd_conf is a small curses-
based utility which runs on the console or a terminal or a terminal-emulation under the X
Window System (e.g. xterm).

o Note The contents of 'rccmdigt are vital to system security. It
should be writeable only for the System User 'root'.

Run rccmd_conf:
$su-

Password:
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# cd /usr/ups
# ./rccmd_conf

if 'rccmd.cfg’ does not exist (e.g. if you run rccmd_conf for the first time) the following
notice will be displayed:

B | generex@host: fusrfups

File not found

[ Create [l

Figure 59 Making the Configuration File

To proceed hit the [Tab] key until the [Create] button it is highlighted and press [Enter],
otherwise select [Exit].

If you created 'rccmd.cfg’ or if the file existed already rccmd_conf will switch to its main
configuration menu.

O | generex@host: fusrfups

Bcemd Configuration

Figure 60 RCCMD Configuration Menu UNIX
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To switch between the menu entries use the [Tab] key and/or the arrow keys [Y] , 1, [§ Y
a n d]. To Zelect an entry press [Enter].

It is not necessary to work from top to the bottom, you may configure the menu items in
any order. In fact it is not necessary to configure anything at all, if you just select [save]
‘rcemd.cfg’ will be written with default values sufficient to run rccmd. To use all features of
rccmd and/or improve security it is however strongly suggested to customize 'rccmd.cfg'.

Configure ARccmd Network Optionsbo

In this screen you may configure network related options of the rccmd listener. To switch
between the option-fields and buttons use the [Tab] key.

O | generex@host: fusrfups

Rcewd Hetwork Options

[Cancel ] [Default]

Figure 61 RCCMD UNIX Network Options

Bind on Interface: This option tells rccmd on which network
interface it binds its main tcp listen socket. You
may enter any valid IP address your host can be
reached.

The default value for this option is 0.0.0.0, this is
a working value, it means 'listen on all possible
interfaces of this host'. If your host has a dial up
connection to the internet you may want to
change the default, to ensure rccmd will not be
connected from the internet. In this case you will
enter the primary IP address of the host rccmd
listener is running on.

Example:
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Your company runs a private network in the

192.168.1.0/24 address range. The host rccmd

listener is running on is assigned the IP
192.168.1.9. You may enter 1¢
on I nterfaced, to ensure onl
network can connect to rccmd.

Listen on Port: This is the port rccmd will listen to. Allowed
values range from 1 to 65535 (inclusive). The
default is 6003. If you change the port of the
rccmd listener you will also have to switch the
port of the rccmd sender in order to enable a
connection. It is normally not necessary to
change this setting.

Enable UDP: If this opion is enabled rccmd will open an UDP
Listen Socket in addition to the TCP Socket. This
allows the rccmd listener to receive rccmd
broadcasts. Possible values are 'true' and 'false'.
The default is Atrueo. To swi
1 alkeys. [ Z

Timeout: Timeout for TCP connections. The default is 10
seconds. It is normally not necessary to change
this setting.

To reset all values to their defaults select the [Default] button by hitting the [Tab] key, then
press [Enter].

To leave the screen select either [Ok] or [Cancel] with the [Tab] key and press [Enter],
[Ok] means accept all values as displayed on the screen, [Cancel] means discard all
changes made to the screen.

Configure fAiAccess Control Listo

AAccess Control L i st onder addresaes.Asalicasender adtdreseis v al i d
the IP address of an rccmd sender that is allowed to connect to the rccmd listener. Initially
the list is empty.

o Note An empty Access Control List means everyone is allowed to
connect.
To switch between the entries in the list use the [y ] a hkeys, foAwitch between the

buttons use the [Tab] key. To select an entry press [Enter].
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B | generex@host: fusrfups

Valid Sender Addresses

[ Add ] [ Edit ] [Delete] [ ok 1] [Cancel]

Figure 62 RCCMD UNIX Add Sender

To add an IP address hit the [Tab] key until the [Add] button is highlighted, then press
[Enter].

O | generex@host: fusrfups

Valid Sender Addresses

[ Add ] [ Edit ] [Delete] [ ok ] [Cancel]

Figure 63 RCCMD UNIX Sender Example

Enter the IP address of the host you want to be able to connect, then press [Enter].
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B | generex@host: fusrfups

Valid Sender Addresses

192.1658.1.1]

[ Add ] [ Edit ] [Delete] [ ok 1] [Cancel]

Figure 64 RCCMD UNIX Sender Overview

To edit an entry in the list select it by hitting the [y ] a h keys [urdil the entry is
highlighted, then hit the [Tab] key until the [Edit] button is highlighted, then press [Enter].

O | generex@host: fusrfups

Valid Sender Addresses

192.1658.1. 1

[ Add ] [Delete] [ ok ] [Cancel]

Figure 65 RCCMD UNIX Edit Sender

Edit the Address in the AEdit Addresso Window
button with the [Tab] key and press [Enter] otherwise select [Cancel].

To delete an entry in the list select it by hitting the [y ] a hlkeys Lridil the entry is
highlighted, then hit the [Tab] key until the [Delete] button is highlighted, then press
[Enter].
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B | generex@host: fusrfups

Valid Sender Addresses

192,11 .1
192,168,1,2

[ Add ] [ Edit ] [ ok 1] [Cancel]

Figure 66 RCCMD UNIX Delete Sender

Confirm to delete the entry by selecting [Ok] with the [Tab] key and pressing [Enter],
otherwise select [Cancel].

To leave the screen select either [Ok] or [Cancel] with the [Tab] key and press [Enter].
[Ok] means accept the list as displayed on the screen, [Cancel] means discard all changes
made to the list.

Scan for Upsman/Upstcp:

This screen allows you to scan your network for Upsman/Upstcp servers. You may want to

add the detected | P addresses to the fAAccess C
o Note The options on this screen do not directly affect rccmd.

However, theesults of a network scan niastransferred to

the O0Access Control Listo.

60



B | generex@host: fusrfups

Scan Options

[ Cancel ]

Figure 67 RCCMD UNIX Sender Scan

lowest/highest IP: On startup rccmd_conf tries to determine the
hosts primary IP address. From this address a
corresponding Class C network range is derived.
These are the default boundaries for the network
scan. If you want to scan another network or
adjust the range, move to the desired entry
(lowest and/or highest IP) using the [Tab] key and
change the address as appropriate.

Port to Scan: The port the scanner will try to connect to. The
default is 5769, which is the default port of the
Upsman/Upstcp server. If you have
Upsman/Upstcp running on a different port you
may want to switch this option accordingly.

To start the scan select [Scan] using the [Tab] key and press [Enter], otherwise select
[Cancel].

Configure fiCheck Upsman/ Upstcpo:

The Rcemd listener has the ability to check periodically if the Upsman/Upstcp servers

configured in fiAccess Control Listo are alive.
ONote The o0Check Upsman/ Upsifthgged f eat ur
are any addresses configured in
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| f there are one or more entries in fAAccess
Optionsod pops up.

B | generex@host: fusrfups

Check Upswan Options

[Cancel] [Browse] [Default]

Figure 68 RCCMD UNIX Check Upsman
Use the [Tab] key to move through the option-fields and buttons.

Enable check Upsman/Upstcp feature: Possi bl e values are fAtrued ar
the default. To change the value usethe[§y ] and
[ J&eys.

Enter the interval for upstcp connects in minutes:

Interval to connect Upsman/Upstcp servers in
minutes. Default is 30 minutes. To change
overwrite the value in the options field.

File to execute: This file will be executed if rccmd is not able to
connect one (or more) of the configured
Upsman/Upstcp servers, asuming that either the
host is down or the Upsman/Upstcp process is
not running. Default is
'lusr/ups/rccmd_notalive.sh'. You may change
this value by overwriting the string in the options-
field or by selecting a file in the file-browser. To
invoke the file-browser hit the [Tab] key until the
[Browse] button is highlighted, then press [Enter].

To reset all values to their defaults select the [Default] button by hitting the [Tab] key, then
press [Enter].
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To leave the Screen select either [Ok] or [Cancel] with the [Tab] key and press [Enter],
[Ok] means accept all values as displayed on the screen, [Cancel] means discard all
changes made to the screen and switch back to the previous state.

Configure fAiLogfile Optionso:

The rcemd listener is able to write and maintain a logfile. It will log events such as startup
and shutdown of the program, accepted and denied network connections and executed
commands. Some parameters may be configured on this screen.

B | generex@host: fusrfups

Logfile Options

[Cancel ] [Browse] [Default]

Figure 69 RCCMD UNIX Log File Options

Enable logging to file: Possible values a